Cau 1:
Tinh toan ven d{r liéu trong an toan
théng tin dugc hi€u nhu sau:

Dap an dung:

Tai sdn cuda hé théng chi dugc
thay d6i bgi nhitng ngudi ¢
tham quyeén.

Cau 2:
Tinh san dung trong an toan théng tin
dugc hiéu nhu sau:

Dap an ddng:

Tai san lubn san sang dugc su
dung bdi nhimg nguai co6 tham
quyen.

Cau 3:
Ma héda la gi?

Dap an dung:

La qua trinh bién d6i thong tin tu

gang doc dugc sang khéng doc
ugc

Cau 4:
Tham ma la gi?

Dap an dung:
Qua trinh tan cong hé mé
tim ban ré va khda bi m

ma dé

M

Cau 5: Dap an dung:

AES la thuat toan thuéc nhém Ma hoéa khéda doi xing.
Cau 6: Dap an didng:

Thuat toan nao khong phai la thuat todn | RSA

ma hoéa khda doéi xirng?

Cau 7: Dap an didng:

Ung dung dé cdc bén da dugc xac thuc
khong thé phd nhan viéc tham gia vao
mot giao dich hgp 1€ trong hé théng
dugc goi la

Dich vu khong thé choi tir

Cau 8: Dap an didng:
Gia sU trudng gioi_tinh trong co s¢ dit 1

lieu chi luu trir nam hoac nir. Nhu vay

IEntropy cla thong bdo chla trudng nay

a?

Cau 9: Dap an dun

S6 bits |6n nhat can thiét d€ ma héa cac
ky tu cua ngdn nglr dugc goi la

g:
T6c do tuyét déi cha ngdn ngr.

Cau 10:
Tiéng Anh gébm 26 chit cdi, téc do tuyét
doi cua ngon nglr tiéng Anh 13

Dap an didng:
4.7

Cau 11: Dap an dudng
Cé bao nhiéu ky thuat co ban dé che 2

dau su du thlra'théng tin

Cau 12: Dap an didng:
Trong céc s6 sau, s6 nao la s6 nguyén 2,13,19, 31.
t6: 2, 4, 13, 19, 25, 31

Cau 13: Dap an dung:

Khang dinh nao sau day la sai?

Moi s6 nguyén té déu la so é.




Cau 14: ) Dap an dung:

Chon phat biéu sai: S6 1 la s6 nguyén to bé nhat
Cau 15: ] Dap an dung:

Hé ma khéa dong dugc biét la mot: Hé ma khéa doéi xing
Cau 16: Dap an ddng:

PKC (Public Key Cryptosystem) dugc Hé ma khda phi déi xiing
hiéu la:

Cau 17: Dap an dung:

RSA la giai thuat Ma cong khai

Cau 18: ] Dap an dung:

Tham ma khi khong biét khoa Bai toan kho

Cau 19: Dap an didng:

Thuat toan nao sau day la thuat toan DES

ma hoa theo khai (Block ciphers)

Cau 20: Dap an dung:

Ung dung clia mat mé bao gém:

Bao mat dir liéu, xac thyc toan
ven thong tin, chir ky s6 va quan
ly khéa.

Cau 21: )
Theo Shannon, entropy dugc hiéu la gi:

Dép an dung:
Do khéi lugng théng tin cla
théng diép.

Cau 22:
Cac cach tang su an toan cuda ban rd
trong hé ma la:

Dap an ddng:

Nén ban ré, che gidu méi quan
hé gilra ban ro va ban ma, tan
su phu thudc gilr ban ma va ban
ro.

Cau 23:
Theo Shannon, dé che gidu sy du thira
théng tin ban ro:

Ion x0n va su ruom

Cau 24:
Theo Shannon, hé ma an toan tuyét doi
néu:

Dap an dung:
Khodé cé d6 dai toi thi€u la tuong
duang do dai théng béo.

Cau 25:
Hacker thuéc nhém déi tugng de doa hé
théng nao?

Dap an ddng:
Do tugng tu bén ngoai hé théng.

Cau 26:
Tinh bi mat dung trong an toan thdéng
tin dugc hi€u nhu sau:

Dap an dung:

Tai sdn cua hé théng chi dugc
truy cap bai nhimg ngudi cé
tham quyén.

Cau 27: Dap an dung:
DES la thuat toan thuéc nhém Ma hda khéa bi mat.
Cau 28: Dap an dung:

Entropy trong ly thuyét théng tin dung
dé

o kha nang chia thdéng tin.




Cau 29:
Néu c6 L ky tu trong mot ngdn ngd.
Coéng thic R = log 2 L dung dé& tinh

Dap an dung:
Toc db tuyét déi cia ngdn ngfr.

Cau 30:
Ma dich vong Caesar thuéc nhom ky
thuat che ddu théng tin nao

Dap an dung:
Ky thuat 16n x6n (Confusion)

Cau 31:
SKC (Symmetric Key Cryptosystem)
dugc hiéu la:

Dap an dung:
Hé ma khéa déi xiing

Cau 32:

Déi véi ma hoa khoéa cong khai, khéa

gao dugc st dung dé€ ma hda mot thong
iép:

Dap an dung:
Khoa cong khai cia ngudi nhan.

Cau 33: Dap an didng:
Thuat toan nao sau day la thuat toan RC4

ma hoéa dong (Stream ciphers).

Cau 34: Dap an ddng:

Néu Bob muon gm mot tin nhan an toan
cho Alice bang cach st dung mét thuat
todn ma héa bat doi xing, thi anh ta su
dung khda nao dé€ ma hda théng diép:

Khod cong khai cla Alice.

Cau 35:
Cac yéu t6 khong anh huéng dén sy an
toan cia moét hé ma mat:

Dap an dung:
D06 dai ban ma

Cau 36:
Két luan nao sau la ding cho DES:

Dap an ddng:
La hé ma hda dua trén ma
Lucipher.

Cau 37:
AES c6 may khéa chinh (khéa chi):

g)ép an didng:

Cau 38:
SO lugng hop mat (S-box) cla giai thuat
Des:

Jg)ép an didng:

Cau 39: , Dap an didng:

Véi hé ma héa AES cé s6 vong lap: 10, 12, hoac 14.

Cau 40: Dap an dung: o
Trong hé ma hoa khda cong khai nhan Su dung khoa cong khai,dé MA
dinh nao sau day la BUNG? HOA, khéa bi mat dé GIAI MA.

Cau 41:
Dai v6i tiéu chudn ma héa dir liéu DES,
mbi kh6i gém bao nhiéu bit

Dap an didng:
64

Cau 42:
D6i v6i tiéu chudn méa hda dit liéu DES,
s6 khda cla khéng gian khoéa k 13

Dap an didng:
2 56




Cau 43:

Trong giai doan 1 cda ham Feistel. 32
bit dau vao dugc mé réng thanh bao
nhiéu bit

Dép an dung:
48

Cau 44: ]
DES c6 bao nhiéu khda yéu (weak keys)

Dap an didng:
4

Cau 45: ]
DES c6 bao nhiéu cap khéa nira yéu
(semi-weak keys)

Dap an didng:
6

Cau 46: Dap an didng:
Moi khoi dir liéu trong tiéu chuan AES cé | 4x4

kich thudc bao nhiéu?

Cau 47: Dap an didng:
Trong thuat toan AES, Qua trinh d’0| chd, | ShiftRows
cac hang trong khdi duorc dich vong la

budc nao trong cac budc sau day

Cau 48: Dap an dung:

Dang tan cong duy nhat thanh cong lén
AES Ia

Tan cong bén trén

Cau 49:
Phat b|eu nao sau day KHONG phai uu
diém cla ma hdéa doi xing

Dap an dung:
Pam bdo tinh toan ven d{r liéu

Cau 50:
Trong sg do sinh khéa cla DES tu khéa
chinh 56 bit sinh

Dép an dung:
16 khoa con moi khoa 48 bit, mMOi
khdéa dung cho 1 vong.

Cau 51: ] o
Ma DES cé khoi dir liéu, khéa (bit) va so
vong tuong Ung nhu sau

Dap an ddng:
64, 56 va 16

Cau 52: \
Trong hép S-BOX, c6 bao nhiéu bit dau
vVao

Dap an didng:
6

Cau 53: .
Gia tri nao sau day KHONG c6 trong hop
S-BOX

Dap an didng:
20

Cau 54:
Trong DES, tai moi vong lap moi khoa
con ¢6 bao nhiéu bit

Dap an didng:
48

Cau 55:
Trong hé ma khéi, s&r dung bang thay
thé s6 liéu (s- box) cho biéu thuc tinh
toan dé:

Dap an dung:
Tang téc do tinh todn

Cau 56:
D06 dai khda chinh (khdéa chud) clia AES:

Dap an didng:
128 hoac 192, hoac 256 bit




Cau 57:
Ménh dé nao sau day la SAl:

Dap an dung:
l[))ES c6 céc khda con do dai 32
it

Cau 58:

Dai véi tiéu chuan ma héa dit liéu DES,
m0| khéi danh bao nhiéu bit dé kiém tra
1O

Jg)ép an didng:

Cau 59:

Phuong phap tan cong bang cach tha
lan lugt tat ca cac khda cd thé cho dén
khi tim ra khéa dung dugc goi la

Dap an dung:
Tan cong bao luc

Cau 60: Dap an didng:
Tiéu chudn ma héa AES dugc NIST chon | 2001

dé thay thé DES vao nam

Cau 61: Dap an didng:
Trong thuat toan AES, Qua trinh thuc SubBytes
hién phép thé (phi tuyen) trong d6 moi

byte sé& dugc thé bang mot byte khac

theo bang tra Ia buéc nao trong cac

buéc sau day

Cau 62: Dap an didng:
Trong cac hé ma hoa sau hé ma nao DSA

khéng phai hé ma héa khéa khéi?

Cau 63: )
Trong hép S-BOX, cé bao nhiéu bit dau
ra

Dap an didng:
4

Cau 64:
C6 bao nhiéu hop S-BOX dugc dung
trong DES

Jg)ép an didng:

Cau 65: X
Phat biéu nao sau day khéng dung vé
DES

Dap an didng: ]
DES la thuat todn ma hdéa doi
xng dang dong.

Cau 66:

Sau budc hoan vi khéi tao (IP), ban ro
64 dugc chia thanh bao nhiéu phan
bang nhau

Dap an didng:
2

Cau 67:
Trong 64 bit dau vao, DES st dung bao
nhiéu bit dé€ kiém tra chan |é

Jg)ép an didng:

Cau 68:
Cé bao nhiéu khda con duogc sinh ra sau
qua trinh lap

Dap an didng:
16

Cau 69: )
Chon phat biéu SAI trong ma héa DES

Dap an ddng:
Céac khéda con giong nhau




Cau 70: Dap an didng:
AES-192 c6 d6 dai khoda la 192

Cau 71: Dap an dudng:
Ham bién d6i dugc sir dung trong thuat | AddRoundKey()
todn ma hda va giai ma trong do thuc

hién phép todn XOR bit gilta mot tran

tha| trung gian (State) va mét khéa cda

vong lap (Round Key) la

Cau 72: Dap an didng:

Trong AES, ham gi thuc hién dich vong
3 hang cubi cla mang trang thai véi s6
lan dich khac nhau

ShiftRows()

Cau 73:
Trong AES, ham gi lam viéc trén cac cot
cla mang trang thai.

Dap an didng:
MixColumns()

Cau 74:
Giai thuat AES qua trinh 1ap gom c6 bao
nhiéu budc chinh

Dap an didng:
4

Cau 75:
Qua trinh 1ap dé€ gidi ma AES gbm bao
nhiéu buéc chinh

Dap an didng:
4

Cau 76:
Dai véi AES, néu khoéa c6 d6 dai 192 bit,
giai thuat Iap bao nhiéu lan

Dap an didng:
12

Cau 77:
Dai véi AES, néu khoéa cé do dai 256 bit,
giai thuat Iap bao nhiéu lan

Dap an didng:
14

Cau 78: Dap an didng:
Ban chat cia ham AddRoundKey() trong | XOR

AES la dung phép tinh nao

Cau 79: Dap an dung:

So v48i hé ma khoi, hé ma mat khoa
cbng khai cé dac tinh gi:

Co téc do tinh toan cham.

Cau 80:
Hoat dong clia RSA gébm cé bao nhiéu
budc

Dap an didng:
4

Cau 81: Dap an dudng

Hé mat ma dua trén bai Logarit roi rac Hé mat ma ElGamal

la

Cau 82: Dap an dung:

Hé mat ma dua cau trdc dai s6 cta cac | Hé mat ma duong cong Elliptic
Id’ucng cong trén nhiing trudng hitu han

a

Cau 83: Dap an didng:

Kich thuéc cda MD5 la 128




Cau 84: ] Dap an didng:
SHA-1 tra lai két qua dai bao nhiéu bit 160
Cau 85: Dap an ddng:

Ch{r ky s6 dugc xay dung dua trén

Céng nghé ma hoéa cong khai
hoac bat doi xing.

Cau 86: ] Dap an didng:
Ham bam cé d6 dai bién thién la HAVAL
Cau 87: Dap an dung:

Dich vu ching thuc chir ky dién tir phat
hanh nham xac nhén co quan, té chuec,
ca nhan dugc chung thuc la ngudi ky
ch{r ky dién tu goi la

Chung thu dién tu

Cau 88:

Gid s An gui mo6t buc thu cho Binh, khi
nhan dugc thu, Binh nhan ra dugc dung
la thu do An gui, khéng pha| la do mot
ké thir ba gia mao. Bay la nguyén ly gi
clia bdo mat thong tin

Dap an dung:
Tinh nhan biét

Cau 89:

Gid s An gui moét buc thu cho Binh, khi
nhan dugc thu, L4 thu du lot vao tay ké
khac ngoai Binh thi ké d¢ cling khéng
hleu dugc ndi dung thu. Day la nguyen
ly gi ciia bdo mat théng tin

Dap an dung:
Tinh bao mat

Cau 90: Dap an didng:
Chudn ma héa AES c6 kich thuéc dir liéu | 128

dau vao la?

Cau 91: Dap an didng:
Trong AES, ham gi thuc hién phép thay | SubBytes()
thé cac byte cla mang trang thai bang

cach sir dung mot bang thé S-BOX

Cau 92: Dap an didng:
Trong AES, ham gi thuc hién hodn vi RotWord()

vong moét DoubleWord thanh mot
DoubleWord

Cau 93:
Dai véi AES, néu khoéa c6 d6 dai 128 bit,
giai thuat Iap bao nhiéu lan

Dap an didng:
10

Cau 94:

Ham ShiftRow trong AES thuc hién
khéng dich hang bao nhiéu cia mang
trang thai?

Dap an didng:
1

Cau 95:

Hé ma nao dugc xay dung dua trén tinh
kho giai cta bai toan phan tich mét s6
thanh thira s6 nguyén té

Dap an didng:
RSA




Cau 96: Dap an dung:

Cgon phat bi€u dang vé uu diém cla Ma RSA c6 do bdo mat cao.
RSA
Cau 97: Dap an dung:

Phat bi€u nao sau day SAl vé ham bam | Néu hai gid tri bam khac nhau thi
chac chan hai khéi dit liéu tao ra
chung la giéng nhau.

Cau 98: ) ) ] Dap an ddng:
Chon phat biéu sai vé ham bam tét Tinh toan cham.
Cau 99: Dap an dung:

Phat bi€u nao sau day la SAl vé chirky | Dua trén cong nghé khéa doi
so xing.




